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GDPR Essentials
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GDPR Essentials Effective since May
25, 2018, the GDPR (General Data
Protection Regulation) governs the
processing of personal data within
the European Union.
As both private and public sectors
strive for compliance, the role of the
Data Protection Officer (DPO) has
become essential.
This training equips participants with
the ability to:
¢ |dentify personal data within their
company or organization
e Understand the impact of GDPR
on daily operations
¢ Recognize legal obligations and
compliance requirements
e Leverage the opportunities
presented by GDPR

TARGET AUDIENCE
e Future DPOs & existing DPOs
e Beginners, IT Directors (DSI)
¢ Legal professionals in
cybersecurity
e CISOs, Project Managers,
Auditors

PREREQUISITES

e None

¢ A basic understanding of GDPR is
beneficial

DURATION: 3 DAYS

TRAINING PROGRAM

1-INTRODUCTION

Latest cybercriminal threats
Key events
Notable statistics

GDPR Essentials

2 - WHAT ARE THE FUNDAMENTAL GDPR CHALLENGES?

Scope of the regulation
Core principles
Key concepts and stakeholders

Responsibilities (DPO, data processors, joint responsibility,

etc.)
Risks of non-compliance

3 -HOW TO ENSURE ORGANIZATIONAL COMPLIANCE?
Managing data protection with a DPO

Risk management through Privacy Impact Assessments (PIA)
Mapping data with the Record of Processing Activities (ROPA)
Handling special data categories (sensitive data, judicial data,

minors' data, etc.)
Ensuring data security
Managing individuals' rights

Overseeing data transfers outside the EU
Preparing for audits and cooperating with authorities

4 - WHAT TOOLS HELP ENSURE COMPLIANCE?
Certifications and codes of conduct

Compliance methodologies
Regulatory monitoring
Key references

By the end of the training, participants will be able to:
¢ Understand the key aspects of GDPR and their operational implications

» |dentify the necessary steps for achieving compliance
¢ Understand the role and responsibilities of the Data Protection Officer (DPO)
e Grasp the content and significance of the General Data Protection Regulation (GDPR)




